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Evolucao dos Sistemas de Controle @
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Evolucao dos Sistemas de Controle @
Industriais (ICS)

Virtualizagcdo, Cloud computing, Data Analytics, Industrial 10T,
Docker containers, etc...

loT previsao de 20 bilhdes de dispositivos conectados em 2020;
Incidentes cibernéticos estao ficando cada vez mais comuns no
ambiente industrial;
Quanto mais tecnologias, mais servigcos precisam ser gerenciados e

mais especialista a equipe deve ser.
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Motivacao para um ataque cibernético
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Conhecimento técnico necessario para @
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Sistemas Industriais como alvo 1sA)
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TRAININGS

Saturday, fuly 22 - Tuesday, fuly 25

Often designed exclusively for Black Hat,
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Trainings provide hands-on skill building

for both offensive and defensive hackers.

Black Hat Trainings are taught by industry

experts with the goal of defining and
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Historico de incidentes

ICS Incident Reports
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Objetivos da Seguranca Cibernética

Seguranca Cibernética nao se restringe a protecao contra
Intfrusao

Seguranca de Rede;
Seguranca Fisica;
Continuidade de negocios;

Segu Seguranca Cibernética é se proteger contra qualquer
Sl  ameaca que afete a DISPONIBILIDADE, INTEGRIDADE e/ou
Dispc CONFIDENCIALIDADE do ambiente.

Protecao dos Ativos;

Gestéo da Configuracao;

Gestéao de Atualizacoes;
Definicdo de Responsabilidades;
Protecao da Reputacéo;
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Nao existe um unico produto que reso
todos os problemas...

Sistemas, Rede,
Ferramentas, ...

O que fazer, Cultur_a, )
Como, Onde, Organizacao e
Quando... Competéncias

-



e Wana DecryptOr 2.0
Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on ]
! == Can I Recover My Files?

3/116/2017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.

R L But if you want to decrypt all your files, you need to pay.
e o’ §E ot You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

AN s las dsseiba TVl d s

51202017 00:47:55

Time Left
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Send $300 worth of bitcoin to this address:

12t9YDPgwueZ9NyMgw519p7AABisjré SMw

About bitco bitcoin
ACCEPTED HERE

How to buy bitcomns?

Contact Us Check Payment
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The harddisks of your computer hawve been encrypted with an military grade
encryption algorithm. There i= no way to restore your data without a special
key. You can purchase this key on the darknet page szhown in step Z.

To purchase your key and restore your data, please follow these three easy
steps:

1. Download the Tor Browser at "https: /- www.torproject.orgs". If you need
help, please google for “access onion page'.

Z. Uisit one of the following pages with the Tor Browser:

http: - spetyadi?hbtbhyvki.onion/PIUURI
http:-spetyaSkoahtsf?sv.onion/PIUURI

Enter your personal decryption code there:

cdSPP4-JUZrRr-pM3xia—gXpmf B—vGWoRf -Ff Mphl-xTUzUn-[(mFeelU-of b94y-HuScaa-
rBlgmU-d jYAEH-BWEakz-wr()85W-BbsCzw

If you already purchased your key, please enter it below.

Key: 8x3qrMH jmkrN9 jfd
Decrypting sector 83234 of 126464 (65x)

Fonte: https://www.us-cert.gov/ncas/alerts/TA17-181A



&

Seguranca fim a fim

|dentificac&o das principais ameacas, ativos criticos para
Avaliacao a atividade fim da empresa e priorizagcao de riscos de
seguranca.

Definicdo dos riscos intoleraveis, selecéo de controles
Implementagéo apropriados para implantacao.

Servigos continuos para assegurar a efetividade dos
controles sobre os riscos existentes.




Principais Normas e Guias isA)

* [SA/IEC 62443 Industrial Automation & Control Systems Security

series
 NIST SP 800-53 — Security and Privacy Controls for Federal

Information Systems and Organizations

 NIST SP 800-82 — Guide to Industrial Control Systems (ICS)
Security

* NERC CIP, CFATS

* Regulamentacotes de diversos paises para :

« USA, Canada, Uniao Europeia, Brasil*, etc..
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Daniel Borges Quintao
Senior Engineer — Industrial IT Solutions
Chemtech — A Siemens Company

Linkedin: https://www.linkedin.com/in/danielquintao/
Phone: +55 31 3238 1666
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