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Monica Hochleitner, CFSE

{ Safety Engineer da exida desde 2007

{ Mais de 20 anos de experiéncia em Automacao, Controle e
Seguranca

{ Certificada pelo CFSE.org como Certified Functional Safety Expert
{ Engenheira eletricista e mestre em engenharia de producao
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Sistema Instrumentado de Seguranca 1sA)

{ Sistema que tem como objetivo levar o processo industrial para
uma condicao segura quando determinados limites sao violados;

{ Composto por Funcdes Instrumentadas de Seguranca,
responsaveis pela protecao/prevencao de cada situacao de risco
que o processo esta exposto;

{ Depende do correto funcionamento da instrumentacao
responsavel pelas funcdes criticas, tanto na acao que deve
desempenhar como na velocidade em que deve atuar.
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Sistema Instrumentado de Seguranca (1s8)

Tolerable Risk

Residual Risk
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Process Risk
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Conceitos fundamentais

&

{ Ciclo de Vida de Seguranca (SLC); e

{ Projeto baseado em desempenho (SIL).
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Desempenho e Integridade de Seguranca

N'Yg' 39 4 Fator de Reducao de Probabilidade média de
|ntseg“ ade de Risco falha na demanda
eguranca RRF
SIL "FPavg

SIL 2 1000 a 100 >=103 a <107

SIL1 100 a 10 >=102a <101

{ Projeto do SIS baseado no risco do processo
(especifico para cada planta)

‘exida® /



Ciclo de Vida de Seguran¢a — IEC 61511

Anadlise dos riscos e perigos do processo
[Clausula 8]

) FEED

(7)) Defini¢do das SIFs e IPLs

.:

1)

2 Especificacdo dos Requisitos de Seguranca Pro- BéSiCO
[Clausulas 10 & 12] j'
Detalhamento do Projeto do SIS

. Detalhamento

28., TAF do SIS Testes

¢+ [Clausula 13]
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Ciclo de Vida de Seguran¢a — IEC 61511

Detalhamento do Projeto do SIS
Detalhamento

8=

TAF do SIS
el reses
N
Q
m ° ~

Validagcao
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O Periddicos
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o mento de
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Ciclo de Vida de Seguran¢a — IEC 61511

Determinacao do

Como atender a seguranca
necessaria’?
Selecao da instrumentacao

Verificacao do SIL

atingido

Testes
Periddicos
Gerencia-
mento de
Mudancas

Operacao




Determinacao do SIL

alvo

Como atender a seguranca

necessaria’?
Selecao da instrumentacao
Verificacao do SIL

atingido

Como manter o SIL?
Testes funcionais periddicos
MOC e Revalidacao dos riscos




Ponto de partida

Como manté-lo
seguro?

O que precisa ser
feito?

e Andlise do EspecificagéoL o &
Identificacao . L Verificagao SIL
do Ri Risco & os Requisitos de SIL Sustain
O RISCEO Selegé.o de SIl de Seguranga|7 s
Q

Procedimentos
Operacionais

Procedimentos

Procedimentos

Testes Funcionais
SRS UIE i
/
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SLC - CICLO DE VIDA DE SEGURANCA PROPQOSTO

PELA IEC 61151 / 61508

Analise de Risco:

S —

V4

L - Freq. X Conseq. > HAZOP / LOPA
Vp)
—_ - Risco Toleravel/Red. Risco Necessario
\
<ZE - SRS - Defini¢do das Especificacdo dos requisitos de seguranca
< - SIF - Defini¢do das Fung8es de Integridade de Seguranca.
= SIL SEIECLION ....eeeeeeceieeee e e reeeeeeereeeeeeeeerennneeeeeeennseeesnennsesssennnsnsssannnsnnnnns - SlL alvo
Aplicacao do sistema SIS:
29‘: - Definigdo de Tecnologias @]
g - Redundéancia / Diversidades ul_J
) icacsy =
e - Aplicagao das malhas O
< - Testes iniciais (FAT, SAT & SIT) E
- SIL Verification .........ccccoevviiiviiicciencciecceeceee e -> SIL Atingido O
o
o | | Operacao e Manutencao: <
o< (O
<L @ - Procedimentos operacionais e de Manutengdo <
=z
:E)‘ Ll - Rondas / Rotinas de checagem e testes e
o = . -
w2 - Simulados <
o< - Gerenciamento das Mudangas do projeto
2 - Registro dos testes periddicos ...........cccccevvevvvevivereennnnnnn. - SIL Mantido

GERENCIAMENTO DA SEGURANCA FUNCIONAL

Fonte: Umicore, 2011
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Implementacao bem sucedida

{ Gerenciamento das Funcdes de
Seguranca:

{ Procedimentos descrevendo e
documentando as tarefas
especificas de cada uma das
etapas do SLC.




Analise de Risco

Hazard Consequences

-

Hazard Frequencies

Quais sao os perigos do processo? SIl

S S

Risk Reduction
Factor

Quao seguro é o processo?

SIL 2 1000 to 100
® * SIL1 100 to 10
‘exida /
16




SLC - Ferramentas de Analise de Risc

Hazard Consequences

.

Hazard Frequencies

m
Risk L fety [ @
|de|:tailfzii;otlion Analysis & Reqyirement SIL
SIL Selection [ | Spegification [ |

f §Sustain§ i

__—

Potential Hazards
Target SILs

ri:zaE“ﬁMDNER"2006 4
Ul I e o o L L
PHAWorks ‘ex"da

,_) DYADEMNM

PHA Pro
o SILHazop SILClass
exiaa ‘

a“ | | asset integrity management



http://www.hazid.com/index.htm

Opcoes de Importacao/Exportacao de

‘exida®
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Critérios de Risco Toleravel

7 &

Tolerable Risk Calibration Wizard - Frequency Based Targets

Tolerable Risk Calibration - Single tolerable nisk quantitative

SIL Threshold example:

Includethefollowing risk categores: Assume a calculated Required Risk =
Reduction Factor of 29, which would fall in
¥ Personng 1 fatality IW e |the 10 - 100 Risk Reduction range.
With a SIL Threshold Ratio of 1, a calculated
[Cnonn Rislc Reduction Factor of 25 Id It i
¥ Environmental Impact <0000 Sk per year Target 5|IE ﬂlfngn_?;_r_ u WEHIE TesHE i S
The calculated Risk Reduction Factoris in
this case greater than the 511 determination
threshold which lies at 10 (10 * 1).
With a SIL Threshold Ratio of 3, a calculated
Risk Reduction Factor of 29 would result in a =
_ Target SIL of SIL 1.
Target SIL Threshold Ratio (1-10) |3 The calculated Risk Reduction Factoris in
this case less than the 5L determination
Ithreshuld which lies at 30 (10 = 3). |

¥ EquipmentDamage 1 SM per year

Cancel | << Back | Mext == | Fimsh |

‘exida' /




Analise de Camadas de Protecao

hSIF: LT337A - Project: B@ample 1 {61508 Course)

|

||S|ngle Fatality

O—

“ | * ||Contral Failure |_




Grafico de Risco — Matriz de Risco

Tolerable Risk Catibration Wizard

~Risk Graph \

Existem diversos métodos de
determinagdo (selecdo) de SIL
— baselam-se nos mesmos
conceitos, mas possuem
diferentes niveis de detalhes,
bem como formas distintas de

representacao.

exida®
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" w2 w2 w IC) Consecumnceas i Fad on Demand ~
L | e | CA=Mirce ey
M2 O et D CBaSavers Ingunp/One Desth
——1 »lla v|/- ~| CC=Severs Desths

Ervrorment Lozs

CO-Mary Deattn/Catastiophe
IF| Fresence n the Danger Zone
FA=Seldom bo Fraquenty
FB=Freqectly 1o Codnuously
IF) Probabdty to avert Hazard
PazUnder Certan Croumstances
FB=iimost Imporsble
(W} Demand Rale
W1sVeny Low [10 to 100 paaes)

-l ]
IR ]

W32 w2 wi \WasLow (1 10 10 yaars)
S REFE=] || WaHinia yewt
R M| Monstary Lose

£ G =l

E4  r—r——
— -2~ ~] MSCataaophe ) $12M. > 30 days

M1=Minot $10K %0 31005 < 1 day
M2-Modesate $100K to $1M. 15 da
M3daor $1M 1o $6M, 515 cas
MAEstansie $E5M 1o $12M.15- 30 &)

[ = v
g BLEEE Edi Classibcatiors

Carced ‘ <« Back l I Firesh |

b SIF: SIF 001 - Project: Sample Project [Imported] (P001) A=)
SIF Deseription. S1Leat | SIF SRS | SiLver|

Demand Rate

Hazard Matrix

Health & Satety ‘ [C2] Minar Injury j

Econamics ‘[ES] Local Damage [$100K to $1) j

Ervvironment ‘[CS] Localized Effect j
Comments and Hazard Matriz

Calculated Results

SIL Heslth & Safety SIL Economics

1 2

Target SIL: 2 Achieved SIL: 1 A

Assumptions Tolerable Risk Guidelines per company procedures a3

SIL Environment Target SIL

2

Cl C2 C3 .4 C5

o
B

o -0 ]

2




Selecao de SIL ISA

e

Tolerable Risk Calibration Wizard - Hazard Matrix

Demand Frequency Safety Integrity Level
oo <ones B ] M) - mmmm- | Freqiiéncia estimada da
D4] D.1to 05 years |1 ~| |2 ~| B demanda:
= M mesmiyem = po=m=ai= = v NS Pressao alta a cada 3
2] 410 20years = =l |a Bl =l |2 > B -] anos
| > 20 years = -| |- ~| |2 ~| —— 2 - o A :
- | =l =l =l = - Conseqiiéncia:
¥ Heslth and Safety ‘ Slight Injury | Minor Injury ‘ Major Injury ‘ Singli Fatility Muttilple Fatalties Uma fatalidade
B ‘ Slight Effect | Minor Effect ‘ Localized Effect ‘ MaonEﬁed ‘ Massive Effect Perda ﬁnanceira de
Eer o s \S"g”EﬁTK?ge R sl el e o - et $4 Milhoes
Consequence Category C1 c2 Cc3 I4 C5
Trer] | << Back ‘ | ‘ Eieh
|
|
Item Risco/Perigo Descricao Entradas | Saidas | SIL Alvo
SIF 1 Pressao alta na Pressao Alta na PT-51 XV-51 3
coluna C-51, com | Coluna C-51 fecha as PT-52 Close
possivel valvulas de vapor. PT-53 XV-52
sobrecarga para Close
o flare. (2003)
(1002)

Nota: O SIL Alvo e votagdo de entradas e saidas sdo apenas exemplos e ndo devem ser considerados recomendagées ou
sugestoes.




SLC — Requisitos de Seguranca

Conseqiiéncias
J
Freqiiéncias
J
Hazard R'Sl.( Sa_lfety SIL
Identification IS .& Requ_lr_em_ent Sustain
SIL Selection Specification [ |

SIL Alvo

Perigos Potenciais

J

exida® /




SRS - Requisitos de seguranca

Hazard Consequences

.

Hazard Frequencies

Hazard Risk Safety

Analysis & Requirement i \ SIL :;
ldentification SIL Selection Specification [ | Sustain

Safety Requirements Specification -

Functional Description of each Safety
Instrumented Function, Target SIL,
Mitigated Hazards, Process parameters,

L:; Logic, Bypass/Maintenance
requirements,W
., ©® o
exida
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SLC - CICLO DE VIDA DE SEGURANCA PROPQOSTO

PELA IEC 61151 / 61508

ANALISE

Analise de Risco:

- Freq. X Conseq. > HAZOP / LOPA

- Risco Toleravel/Red. Risco Necessario

S —

V4

- SRS - Definig¢do das Especificagdo dos requisitos de seguranca

- SIF - Defini¢do das Fung8es de Integridade de Seguranca.

] | Y =] (=Yt £ Y R

- SiL alvo

~

EXECUCAO

Aplicacao do sistema SIS:

- Definicao de Tecnologias

- Redundéancia / Diversidades

- Aplicagao das malhas

- Testes iniciais (FAT, SAT & SIT)

- SIL Verification ..........ccceeeeeieeeiecieee e - SIL Atingido

~

OPERACAO

~

MANUTENCAOQO

Operacao e Manutencao:

- Procedimentos operacionais e de Manutencao
- Rondas / Rotinas de checagem e testes

- Simulados

- Gerenciamento das Mudangas do projeto

- Registro dos testes periddicos ...........cccccevvevvvevivereennnnnnn. - SIL Mantido

VALIDACAO DO PROJETO

GERENCIAMENTO DA SEGURANCA FUNCIONAL

Fonte: Umicore, 2011

\



SRS: Base de Conhecimento

Informagoes de
Processo

Riscos e Perigos

Freqiiéncias de

eventos perigosos l
Conseqiiéncias de
eventos perigosos l

Regulamentagées

. ®
exida

Requisitos de l

Selecédo do
Hardware &
Software
Projeto e
Validacéo do
SIS

Y

Implementacéao

Sistema




Ferramenta de SRS

b SIF: SIFO1 - Project: Sample Project 1 (P001) S 15X

SIF Descriptiun] SlLect SILver]
SRS Details Logic De=cription
Sensor Part
Reference SRS Reference =ensor Part
Service Service
Safe State Safe State
Test Interval |Test Irterval Logic Salving Part Logic Solver
Response Time [Response Time
hethod |r-.ﬂeth|:|d
Reset Type |Reset Type

Spurious Trip Rate Red's  |Spur, Trip Rate

Diagnostics |Diag

| Shutd
Manuial Shutdor Man. 5D Final Elemert Part | Frval Elemants

Regulatory Reguirements |Reg.

Motes Motes:

Target SIL 2

. ®
eXIdCI Target SIL: 2 Achieved SIL: TED %,




SLC - Projeto e Verificacao

exida®

Risk || Safety
Hazard _ _
Identification Analysis & Requireme
SIL Selection [ ] Specificatio

Dimensionar equipamentos

conforme IEC 61511: Equipamentos

utilizados em um SIS devem ser escolhidos com
base na certificacao IEC 61508 para o SIL
apropriado ou com base no critério de

“prior use” (uso anterior)
O equipamento certificado tem um
“SIL Capability?

P

Sustain

Certificate / Certificat
Zertificat / ROal

xida hereby confims that the.

8316 Series Solenoid Valve

Has bee

alevel of integrity to
rity: SIL 3 Capable
Random Integrity for Type A standalone
solenoid valve:

id valve used in final element
st be also verified for
application.




SLC - Verificacao da Probabilidade

‘exida®

Risk || Safety
Hazard _ _
Identification Analysis & Requireme
SIL Selection [ | Specificatio

Método #1:
Modo Continuo

O perigo esta
presente todo o
tempo.

[

i SIL
Sustaini i

Random Failure Probability

Safety Integrity
Level

Probability of
dangerous failure
per hour

(Continuous mode of operation)

SIL 3 >=108t0 <10
. SIL 2 >=10"to <10°
SIL1

>=10"°to QL’



SLC - Verificacao da Probabilidade

Hazard eheee
S EEen SIL Selection [ /| Specificatio
"J Random Failure Probability
Level (Demoar';(]j nqo?!?f?pflgtion)
Método #2:
Modo na
Demanda SIL 3 >=10+4to <103
O perigo , SIL 2 >=103 to <102
raramente esta
SIL 1

‘exida(@ presente

>=1072to <10'1/



SLC - Projeto Conceitual

Risk || Safety
Analysis & Requireme
SIL Selection [ ] Specificatio

i SIL
Sustaini i

Hazard

Identification

SENSOR PART LOG'IS :&'—VER FINAL ELEMENT PART
AL AL
r r—H e ~
[ SENSOR FINAL ELEMENT )
GROUP 1 GROUP1 |
SENSOR cioat\ / [ FINAL ELEMENT |
GROUP 2 LOGIC element ___GROUP2
SENSOR SOLVER gfft?up ( FINAL ELEMENT )
GROUP 3 Yoing | GROUP3 |
SENSOR y FINAL ELEMENT |
___ GROUP 4 * Group voting options: * GROUP4 |

1 group: 1001
2 groups: 1002, 2002

® 3 groups: 1003, 3003
ex I d a 4 groups: 1004, 4004 /



Técnicas de modelagem

Diagrama de blocos

Diagramas de arvore de falhas
Modelos Markov
Equacoes simplificadas

A A

VY Y N .

POWER

SUPPLY CONTROLLER

B B

POWER

SUPPLY CONTROLLER

POWER

SUBSYST
B JE g
POWER A Fail

S
SAPPEX A SUBSYST
. ® CONTROLL EM
‘ 8 da ]133511]3 Y Fails

SYST

EM

Fails




Problema das técnicas de modelagem

&

Representacao e impacto de:
Todos os elementos da SIF
Common Cause

Todos os modos de falha

Todas as recuperacoes de falha
Diagnosticos

A1

@ A A A A

‘exida(@



SLC — Verificacao das Probabilidades de Fa

Hazard

Identification

'J Random Failure Probability
b Safety Integrity | Probability of failure
on demand

Leve' (Demand mode of operation)
SIL 3 >=10“to <103
SIL 2 >=10-3 to <107
SIL 1 >=102 to <10

‘exida®

Risk
Analysis &
SIL Selection

Safety
Requireme
Specificatio

Sustaini i

SILCalc

a” I | asset integrity management

SIL Solver SISS$TECH

SafeCalc
SIL Core

-



SLC - Detalhamento do Projeto

‘exida®

Hazard

Identification

Risk
Analysis &
SIL Selection

Safety
Requireme
Specificatio

Sustaini i

Detailed Design Documentation -
Loop Diagrams, Wiring Diagrams, Logic
Diagrams, Panel Layout, PLC
Programming, Installation
Requirements, Commissioning
Requirements, etc.

-



Consideragoes no calculo do PFD,,,

&

Exemplo para a arquitetura 1002:

Contribuicao de Falhas so identi- Falhas nunca
diagndsticos ficadas no PT identificadas

@) @)

o ©)

PFDavg =|[2 * (App)? * (MTTR + T1,/2)7] +|[((Apy)? * (Tly)?) / 3] +|[((Apy)? * Life?) / 3]

+[2*TD * Apy * (((T1,/2) + MTTR) / Tl +[[Aoy * B * TI,/2]|4 outros. .

O

O
Falhas devido a
causa comum

Onde:

Tl, = Intervalo de teste automatico , = Falha perigosa detectada

Tl,, = Intervalo de teste manual DU = Falha perigosa nao detectada

B =referente a causa comum DN = Falha perigosa nunca detectada
TD = Duracao do teste MTTR = Tempo médio para reparo

. ®
‘eXIdCI Obs: Formulas simplificadas validas apenas para A << Tl (or MTTF >> TlI) /
36



Verificacio de SIL @

{ Informacdes minimas:
¢ Tempo de campanha
Tempo de start up
MTTR
Intervalo de teste
Tipo de sensor
Tipo de unidade de processamento da logica
Tipo de elemento final

o e @ aa a0 &6 &6 o

Cobertura dos testes periodicos funcionais.

‘exida®




Intervalo de testes funcionais (1)

{ Definido durante o detalhamento do projeto.

A

1/PFD(t)
IEC61508
SIL 2
SIL1

‘exida®



Intervalo de testes funcionais (2)

{ Impacto da alteracao da freqiiéncia dos testes

A
IEC61508 1/PFD(t)

SIL3

SIL2

SIL1

‘exida®

.




Efeito dos testes incompletos @

{ Cobertura dos testes periddicos funcionais de 100% = todas as
possiveis falhas do dispositivo sao identificadas.

A

Ece1511| | T

SIL1

SIL 2

SIL3

Y

Operacao

Intervalo dos testes
funcionais

‘exida®




Diagnosticos online

PFDayc Vs. Proof Test Interval
B Series 40 W Series 40 W PVST

3.00E-02
2.50E-02
2.00E-02
o
3
0O 1.50E-02
T
[a
1.00E-02 A
5.00E-03 T
0.00E+00 - . . T
1 2 3 4 5 6 7

Years

. ®
exida




Projeto Conceitual (I)

Logic
Solver

Item

Risco/Perigo

Descricao

SIF1 Pressao alta na
coluna C-51, com

o flare.

Pressao Alta na

Coluna C-51 fecha as
possivel valvulas de vapor.
sobrecarga para

Nota: O SIL Alvo e votagdo de entradas e saidas sdo apenas exemplos e ndo devem ser considerados r

sugestoes.

SIL Alvo

3

ecomendagoes ou



Tolerancia a falha do hardware - HFT

TYPE B
Se;fe Fillure Hardware Fault Tolerance
¢|EC 61508: raction
(Tipo A 0 1 2
(Tipo B <60 % - SIL 1 SIL 2
¢IEC 61511 60 % - < 90 % SIL 1 SIL 2 SIL 3
¢ Unidade logica 90 % - < 99 9, SIL 2 SIL 3

{ Elementos de campo -

NOTE A hardware fault tolerance of N means that N+1 faults could

cause a loss of the safety function



Projeto Conceitual (lI) — Sensores @

iSIF Tag: LT337A - S5IF Name: Separator Level Main PllLatform | [C] =]
SIF Descrption | SlLect | SIF SRS SlLver |

S:afetg,r Instrumented Function / Results —Sensor Group 1
E' Sensur Part (Too1) —Sensor Group Properties
;=% Group 1: Separator Level (Zoo3)
EI Logic Solver Part Group Name ISepamtDr Lewvel j [ Betapmel] [ 5 ] o)
- - Safety PLC Separation Unit (Siemens ! R this G WTTR Th a0 g
&-Final Blement Part {1oal) | R [hours] .ﬂa:lvqnc:ed
H:i--GI'I:lLIp 1: group1 {loo2) Fr{lnsg "-.u"{:tll'lg Proof Test Interval [maonths] ptions
i ntical
’1‘" Diverse IZ':":'?* H Proof Test Coverage [%] Til
—Process Connection
Sensor Type IF'ressure j % Clean Service
. " Femote Seal
Sensor  |Siemens SITRANS P, DS I E|| A impuise Line -
—Configuration Options ————
Interface 1 IiNDnE} j Trip: " High & Low
Aarm T QOverRa
< | i Interface 2 |<1lone> : ing: = o
—Safety Function Contributions : [Fere | Isetting: = Unger Range
PFDavg Contributi IDiagnn:nstin:: Fittering OM, th
Wl 2 755 Sernsonfs) ¥ External Comoarizon
[ 4&.25% Logic Sobver
B 50.27% Finzl Elemant(s)
V4 . . ~
Calculos de Verificacao da SIF —
MTTFS Contribution H
ontribution entrar o projeto proposto para
[ 7.15% Logic Sohver
I 52.02% Finsi Element(s) os sensores da SIF.

Targst SIL: 3 Achisved SIL: 3




Projeto Conceitual (Il) — Unidade Ldgic

‘SIF Tag: LT337A - 5IF Name: Separator Level Main PllLatform

SIF Descrption | SlLect | SIF SRS SlLver |

Safetg,r Instrumented Function / Results

- Sensor Part (Too1)

. #-Group 1: Separator Level (2003)

&- Logic Solver Part - -

| W <fety PLC Separation Unit (Siemens Mame ISafet'_.r PLC Separation Unit J

&-Final Blemert Part (loo1)
#-Group 1: group {1oo2)

— Logic Solver

[T Reuse this Logic Solver Group

MTTR [hours]
Proof Test Interval [months]
Proof Test Coverage [%]

Logic Solver Type: I PES j

Logic Solver ISiemens 57-400FH (exida Process Industr'_.rj

<| | o
—Safety Function Contributions

PFDavg Contribution
B 2 75% Sensanfs)
[ 4&.2&% Logic Solver
B 50.27% Finzl Element(s)

MTTFS Contribution

B 0.75% Sensarfs)

[ 7.18% Logic Sohwer

B 52.02% Finsl Element(s)

Target SIL: 3 Achieved SIL: 3




Projeto Conceitual (lI) — Elementos Fin

iSIF Tag: LT337A - S5IF Name: Separator Level Main PlLaform M= E l>

SIF Description | SiLect | SIF SRS SlLver |

Safe’q,r Instrumented Function / Results
&-Sensor Part {Toa1)

—Final Element Group 1

T —Final Element Group Properties
i Group 1: Separator Level (Z2oo3)
&- Logic Solver Part Group Mame Ign:uup'l j | Beta[w]| | 10 | AL
. . . | I
E P E;alfaetg,r PLCPSEP?IHI-ID; Unit {Siemens ! ™ Reuse this Group MTTR [hours] A
B-Final Element Par {1oo !
4 Group 1: group1 (1oo2) r{_E_rﬂup Voting Proof TestInterval [months] Lo
* |dentical
’7.["‘ Diverse |-|'3":'2 j Proof Test Coverage [%] Til
InterFace Module I:Nl:une> j ¥ Partial Stroke Testing
. v L I nt Data
Final Element IHethe Actuated Valve j I_I_ SEEE
Test Coverage [%]

Final Element Interface | ASCO 8316 NC. low power or 7]

| | | —Pneumatic Elements
_Safﬂt!"' FIJI'I[:tiDI'I CDrItI’IbutlDl‘lS Flrﬂt Hﬂrﬂﬂm I :Ngne> j
PFDavg Contribution Second Element I <Mones -]
B 2 75% Sensons)
[ 4&.28% Logic Sobver —Actuator and Yalve - .
I 50.87% Finsl Element(s) ¥ Separste ¢ Combination . glpﬂn on trip
* ose on tnp
Actuator Bettis G-Seres -
I [ Tight shutoff required
Valve Mogas C Seres j [~ Severs Service
MTTFS Contribution Generic Trunion Ball valve -

B 0.75% Serzorz) eneriu:.ie Gate valve
) ogas =3
L Samson STM Type 2040
Il 52.02% Finzl Element(s) Somas Type KVT/RVE, KVTWAKNEW, or KVTF/KWVEF
Somas Type MTV /W55
Somas Type SKV
My O

-

_—

Target SIL: 3 Achieved SIL: 3




Ciclo de Vida de Seguranca

&)

iSIF Tag: LT337A - S5IF Name: Separator Level Main PlLatform M= E I_

SIF Desoription | SlLect | SIF SRS SiLver |

Safety Instrumented Function / Results
&-5Sensor Part (loo1)
H:a--Gn:nup 1: Separator Level (2oo3)
EI Logic Saolver Part
: Safety PLC Separation Unit (Siemens !
&-Final Elemert Part (1o 1)
H:a--Gn:nup 1: groupl (Toad)

1] |
—Safety Function Contributions

PFDawvg Contribution

B 2.78% Sensons)
[ 48 .36% Logic Solver
B 50.275 Finzl Element|s)

MTTFS Contribution

B 0.75% Sensons)

[ 7.19% Logic Solver

B 5z.02% Finzl Element|s)

Safety Instrumented Parameters

it LT v @ EC 61508

i~ |EC 61511
Mission Time (years): I 5 :I
Startup Time (hours): I 24 :I
Demand Rate: Lo |

Safety Instrumented Function Performance Metrics

. ®
exida

Target SIL: 3 \Achieved SIL: 3

Average Probability of Failure on Demand (PFDavg) 2.61E-04
Safety Integrity Level 3
|Safety Integrity Level (Architectural Constraints) | 3
|Risk Reduction Factor | 3535
MTTFS (years) | 52 52

Comments and Assumplions

£

Maximum SIL
PFDavg MTTFS (years) allowed (Architecural
Constraints)
Sensor Part 7.24E-08 B6629.07 4
Logic Solver Part 1.21E-04 73034 3
Final Element Part 1.33E-04 57.08 4




Base de dados de confiabilidade

&

COMPONENT
DATABASE

Component
N's

Failure Mode
Distribution

FMEDA

\ 4

Product A

\4

Product
Failure
Modes

Diagnostic
Coverage

{ Utilizando-se base de dados de componentes, taxas de falhas e modos de falhas
de um produto (transmissor, médulo de E/S, solenoides, atuadores, valvulas) é
possivel determinar a confiabilidade do dispositivo do que simplesmente

considerar os dados de falha de campo durante a garantia do produto.

‘exida(@

-



Confiabilidade dos dados

Equation for A _ )
in [1/h] A= Arer 71
Mhref [FIT] 0.3
1
iy (at reference
temp. = 55 °C)
Mg

(Resistance factor)

“'-'I'I
(Variation factor per -
phase)

Tq
(Quality factor)

e
(Environment fac.)

result [FIT] 0.3
FIT: Failure in Time, 10° 1/h

=05 (S 7, +
(Z T4 . /;L:/;Lb'ﬂ'R'EQ*EE

+14107°-N 7, . J107°
Z n.i J

Mission profile with 1.2
cycles per year, with T = 40 °C and

here: perm. working Stress = 0.5
TI:T,avg:-i'I] ac — 0'0014 T
— 1.0
TI:I'I = u.l'
(da AT = 0) T
— 1.0
L 2.0
(ground fixed)
0.0007 2.4




SLC - Operacao e Manutencao

Hazard

Identification

‘exida®

Risk

Analysis &
SIL Selection

aim

asset integrity management Meridian

Safety
Requirement
Specification [ |

PERD

R

CEMTER FOR
CHEMICAL PROCESS SAFETY

An AIChE Industry
Technology Alliance

SIL Stat |

SILLife Maximo

Operational Procedures

-

Maintenance Procedures

H,—f—"’_'_'_

Proof Test Procedures

H,_,——-’_'_'_

-



Fatores de Sucesso (1) - Ferramentas de Apoio

Risk | Safety L
Hazard . .
Identification AnalyS|s_& _ Requllr.emc_ent _ Sustain
SIL Selection Specification

f?ﬁﬁ%’?"zooe 4 1
2
PHAWO l'kS — exSILentia AL TR R s
B DYADEM PHA Import An A'CHE Industry
PH A PI’O —> Tool Technology Alliance
SIL Stat |
SIT.Hazon SILClass SILCale  SILLife Maximo

a“ | | asset integrity management

Meridian

Diversas ferramentas de engenharia desenvolvidas por
diferentes empresas para reduzir o numero de horas de

xida® engenharia, melhorar a documentacao e aumentar
= consisténcia dos projetos. /


http://www.hazid.com/index.htm

Hazard
Identification

Safety
Requirement
Specification [ ]

SIL
ustaln

'Z"'E‘?E“ u;fﬁsﬂuewmw
.
PHAWoOrks | osiienda SILComm|5|on
) ,) DYADEMNM Impo.rt v |
PHA Pro —L [“nfor SILProof
v
SILHAZOP = siLsamt - SILLife
! b

Operacao Integrada:

Comissionamento e intervalo de testes

da SIF

‘exida®

PERD Maximo
v
C s Meridian

CHEMICAL PRDCSSS-‘FEI’Y

An AIChE Industry

Technology Alliance /


http://www.hazid.com/index.htm

Fatores de Sucesso (2) - Competéncia de Profis

\ \
I Risk J Safety w
Ide:jtail;eclg:ion Analysis & Requirement S SItLin
SIL Selection [ ] Specification ustal

Competéncia da Equipe

“...ensuring that applicable parties involved in any of the
overall E/E/PE or software safety lifecycle activities are
competent to carry out activities for which they are
accountable.”

-IEC 61508, Part 1, Paragraph 6.2.1 (h)

“Persons, departments, or organizations involved in safety
lifecycle activities shall be competent to carry out the
activities for which they are accountable.”

-lEC 61511, Part 1, Paragraph 5.2.2.2

-



Requisitos do Programa de Comp

Exemplo da descrigdo de dois niveis de competéncia:

TABLE 2 Assessed Competencies

Area

Basic Requirements

Typical/Allowed Basic Tasks

Senior Reauirements

Typical/Allowed Senior Tasks

User Hazard
Identification /
Process
HAZOP

1) Hold a CFSP or CFSE
Certificate.

2) Have read and understood the
[EC 61508 and 61511 sections
on process hazards analysis, the
overall safety lifecycle and
documentation.

3) Have read and understood
relevant exida training, textbook
and best practice material on
Hazard identification and
HAZOPs

4) Have read and understood at
least 1 detailed Hazard
Identification report.

Act as scribe or other basic
participant in a hazard
identification / HAZOP workshop.

Prepare draft hazard identification
documentation under the guidance
of a Senior competent person in
this area.

1) Hold a CFSE certificate.

2) Have icau anu unaerstood
relevant exida training, textbook
and best practice material on
Hazard identification and
HAZOPs.

3) Have substantially participated
in at least 2 hazard identification
or Process HAZOP activities.

exida®

Coordinate and facilitate hazard
identification workshops

Independently prepare draft
hazard identification
documentation

Review draft hazard identification
documentation prepared by others
prior to formal issue.




SLC - Operacao e Manutencao

Hazard

Identification

Risk
Analysis &
SIL Selection

Safety
Requirement

Specification [ |

f iSustain

Operational Procedures

-

Maintenance Procedures

J

Proof Test Procedures

J

-



&

Operacao & Manutencao

{ Fase mais longa do SLC

{ Fatores criticos:

Plano de manutencao e registro das manutenc¢des
Intervalo de testes funcionais

Cobertura dos testes periodicos

Gerenciamento das mudancas apos partida
Procedimentos de bypass, reset

ConsideracOes dos requisitos ambientais

U Y Y Y Y Y .

Reavaliacao periodica do projeto

‘exida®




Gerenciamento da Segurang¢a e o SLC

Define as atividades exigidas pela
norma e melhores praticas;

Define a documentacao
necessaria para manter o SIS;

Foco na comunicacao entre as
areas e entre as fases do projeto;

Trata a exposicao do sistema,
controle de acesso - cybersecurity;

Auditorias periddicas para
assegurar que o ciclo foi seguido.

. ®
exida

ISILHazop™

SRS+

i

SRS+ |.>

PHA
Output

PHAWorks -
4

1. Process Design -
Scope Definition

Process Safety Information

A 2

Event History

Application Standards

2. Identify
Potential Hazards
IEC 61511 Clause 8

Potential Hazards

Hazard
Characteristics

Consequence
Database

Alarm
Rationalization
Output

exSlLentia® File

exSlLentia® File

exSlLentia® File

exSlLentia File

Design

Safety
Requirement:

PLC Program
File

Prior Use

Failure Probabilities

Tolerable Risk
Guidelines

Manufacturer's Safety
Manual

Application Standards

3. Consequence Analysis
IEC 61511 Clause
4. Identify Protection

Layers
IEC 61511 Clause 9

5. Likelihood Analysis -

IEC 61511 Clause 9

Hazard Consequences

Layers of Protection

Hazard Frequencies

6. Select RRF, Target SIL
for each SIF
IEC 61511 Clause 9

Design of other risk
reduction facilities
IEC 61511 Clause 9

RRF, Target SILs

7. Develop Process Safety
Specification
IEC 61511 Clause 10

8. SIF Conceptual Design
Select Technology
IEC 61511 Clause 11

Safety Req - SIF
Functional Description, Target SIL, RRF,
Mitigated Hazards, Process Parameters,
Logic, Bypass/Maintenance Requirements,
Response Time, Proof Test Targets, etc.

9. SIF Conceptual Design
Select Architecture

Equipment Justification
Report

IEC 61511 Clause 11
A 2

10. SIF Conceptual Design
Determine Test Plan

IEC 61511 Clause 11
A 2

Manufacturer's
Failure Data

Failure Data
Database

[ |11. SIF Conceptual Design

Reliability/Safety

Calculation
IEC 61511 Clause 11

HIW & S/W Design Safety Requirements -
Technology Chosen, Voting Logic, Proof

Ib{ Test Requirements, Automatic Diagnostic
Logic, Bypass Logic, Repair Time

Manufacturer's Safety
ual

Application Standards

RRF, SIL
Achieved?

Yes

Requirements, SIL achieved, etc.

Detailed Design Documentation —

12. Detailed Design

Loop Diagrams, Wiring Diagrams, Logic
Diagrams, Panel Layout, PLC Programming,
PLC Program Testing, FAT Test Plan,

> n

Report

| Proof Test
P! Requi

Validation Test

Requirements

Manufacturers ||

IEC 61511 Clause 11, 12
v

Requirement:

13. Factory Acceptance
est
IEC 61511 Clause 13

14. SIS Installation and
& .

Installation

Security Regulations,
Guidelines

joning
IEC 61511 Clause 14

q , Proof Test Plans, el
—>| FAT Test Report

Commission Test Report

15 SIS Safety Validation

IEC 61511 Clause 15

Validation Test Report

17. SIS Operation and
Maintenance

v
SlLLife

Analyzed
Failure
Data

Analyzed
Demand Rate
Data

IEC 61511 Clause 16
E— —

16. Cyber-Security Aud

Cyber-Security Audit
Report

Maintenance Records
Proof Test Results

Modify_~7-16: Modiby

|EC 61511 ] Safety Impact Analysis
lause ;;ﬁ

N Change Requests

19. SIS Decommissioning

IEC 61511 Clause 18

{ Change Authorizations '—

Hazard and Risk

Analysis

Allocation of safety functions

to protection layers

SIS Safety Requirements

Specification

Design and Engineering of SIS

Installation, Commissioning

and Validation

De-Commissioning Modification Operation and

Maintenance

IEC 61511 Clause 5/ IEC 61511 Clause 7.

Management of Functional Safety — Auditing — Assessment - Verification

IEC 61511

Functional
Safety
Assessment
Stages

Stage 1

Stage 2

Required
Assessment

Stage 3

Stage 4

Stage 5




Conclusao

Hazard Risk L Safety L
Identification Analysis & Requirement
SIL Selection [ ] Specification [ ]

f §Sustain§ i

¢ O Ciclo de Vida de Seguranca proposto pela ISA 84.01 / IEC 61511 pode
resultar uma boa relacao de custo x beneficio. Os principais fatores de
sucesso sao:
1. Gerenciamento das Funcdes de Seguranca

a. Procedimentos
b. Ferramentas auxiliares

2. Competéncia dos profissionais envolvidos

‘exida®




www.exida.com

Monica Hochleitner - monica@exida.com

A seguranca de um sistema é tao forte quanto

O seu elo mais fraco

A


http://www.exida.com/

