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Quem é a ISA -
International Society of Automation ?

» Associacao sem fins lucrativos
» Fundada em 1945 nos EUA
» Atualmente possui 40.000 membros em todo o mundo

» Dividida no mundo em:
» 14 Distritos (Regioes)

> 154 Secoes Profissionais
> 169 Secoes Estudantis ISA

» 323 Secoes no Total

™

> Site:

Ill Simposio ISA Sdo Paulo \
de Automacao em Sistemas ISAY Sao Paulo G
de Agua e de Esgoto -’ Section sabes




DISTRITOS DA ISA

ISA :pi;?,—?iﬂ fand Region Maps
Lieety EEmemm S NN

rd __.-*{ ?"" y “ b
DISTRICTS

1-3,5-11, %3] | | | : _ DISTRICT 12

e - & sumore

EE -
EHE N
-

DISTRICT 14




Atividades da ISA:
Revista Intech

Revista InTech e InTech+

Automation World 6%
Managing Automation 3%
Control Design 3%

Publicacao bimestral gratuita para
membros

Solucobes praticas para os desafios da
industria

Control 8%

icdo0 i i InTech
Edicao impressa ou online 0/ Control
Intech+ traz conteudo diferenciado em 5 6 0 HUpESInG
aplicativo para iPad / celulares
Mo Answer 4%

o

Other 2%
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Alguns exemplos dos
Normas da ISA mais usadas

Symbols and Diagrams (ISA5): P&IDs, Tagging, Loop Diagrams, Functional Specifications, etc.
Electrical Equipment for Hazardous Locations (ISA12)
Alarm Systems (ISA18)

Instrumentation Specification Forms (ISA20)

Electrical Signal Compatibility (ISA50)

Control Valves (ISA75)

Functional Safety (ISA84)

Batch Control (ISA88, formerly “S88”)

Enterprise Control System Integration (ISA95)

Valve Actuators (ISA96)

Personnel Certification, CCST & CAP certifications (ISA98)
Industrial Automation & Control System Security (ISA99)
Wireless Systems for Automation (ISA100)

Procedural Automation (ISA106)

A serem publicadas em breve:

Human Machine Interfaces (ISA101)
Commissioning, Loop Checks, FAT and SAT Testing (ISA105)
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Evolugao Industrial Evolugdo das Ameagas
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A Evolucao Industrial

The Start of the Fourth Industrial Revolution

E I 4™ Industrial Revolution -
mobile, cloud, smart
connected devices, cyber
physical systems, smart t
34 industrial Revolution = || = 22oty. Hhots, Tass =
. customization, product b
electronics, telephones, IB— %_
FPLCs, MC machines, PCs, =
CAM, CIM, spreadsheets, 5“
204 Industrial Revolution — | 82N Manufacturing ‘E
manufacturing assembly E
line and infrastructure of -
electricity, gas, water, a
telegraph, roads
1% Industrial Revolution —
water and steam powered
mechanical manufacturing
facilities
End of 18" century Start of 20" century Late 20" century Today
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Industrias no Passado
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Ameacas do Passado

UT Ayua © uT L3yutu sabesp




IndUstrias no Presente




Ameacas do Presente:
Cvber ataaues
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Industrias do Futuro:
Industria 4.0 e Internet of Things
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Assunto nas midias

Making Everything Easier!” ath Edition
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O que sao Infra-estruturas
criticas?

Exemplos:

« Usinas Hidrelétricas
 Distribuicao de agua e energia
» Telecomunicacoes

» Sistemas de transporte

» Servicos de seguranca
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O que é Cyberseguranca
ou Cybersecurity ?
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Cyberseguranca Industrial (ICS)?

A Cyberseguranca Industrial (ICS - Industrial CyberSecurity)
trata da analise dos riscos e vulnerabilidades que integram
ambientes industriais e de producao, além de identificar as
acoes a serem implementadas para mitigar esses riscos.
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Comparacao Tl x Industrial

Cyberseguranca Tl Cyberseguranca Industrial

Foco em seguranca de informacoes Foco em seguranca fisica e de infra-
estrutura

Foco em Normas de TI Seguranca de vidas humanas, ambiente e o
mundo fisico.

Confidencialidade de dados Perdas de Producao

Disponibilidade Perdas de produtividade

Propriedade Industrial
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Estatisticas sobre Ataques

Average annual costs caused by cyber crime in the United States as of
August 2015, by industry sector (in million U.S. dollars)

Financial services 28.33
Energy and utilities 27.62
Defense and aerospace
Technology
Communications

Services

Transportation

Industry

Retail
Education and research
Industrial
Healthcare
Public sector
Consumer products

Hospitality

0 = 10 15 20 25 30

Average annualized costs in million U.S. dollars

Bl Six-year average [l FY 2015

Sources: Additional Information

Ponemon Institute; Hewlett-Packard (HP Enterprise  ynited States: Ponemon Institute; August 2015; 58 U.S. organizations m
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Estatisticas sobre Ataques

Motivations Behind Attacks

March 2016

| Cyber Crime
Hacktivism
® Cyber Espionage

m Cyber Warfare

Fonte: www.hackmageddon.com
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Estatisticas sobre Ataques

& Industry
Distribution of Targets “ Government
March 2018 -

“ Organization

E Single Individuals

= Education

& Healthcare

L Online Services
Bitcoin Exchange

“ Finance

= Military

= Adult Site

= Forum

“ Law Enforement
Law Firms

= MNews

= Online Community

= Online Entertainmeant

© Parking

~ Social Network
Sport
Torrent Tracker

= Transportation

= Utility

Fonte: www.hackmageddon.com
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Estatisticas sobre Ataques

External - Wirus,/Trojan/Worm
Conmntrol/SCana Systam Failure
Accidental Saftwars Failure
External - System Penstration
Accidental Inappropriate Contral
Internal - Sabotage

Accidental Metwork Failure
Extarnal - Sabotage

accidental Incident

Intarnal - Nan-autharirnad Accass
External - C=nial of Saraze |Das)
Internal Incident

External - Infeematicn Thefll

Incident Type
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Casos
2010 — Stuxnet - Ira
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Atacou PLCs para destruir instalacoes de enriquecimento de uranio do Ira.
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Casos
2012 — ARAMCO — Arabia Saudita

Infectou 30.000 computadores da empresa de petroleo estatal.
Duas semanas para recuperar.
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Casos
2015 —Sistema Elétrico— Ucrania

Malware provocou mal funcionamento de 27 subestacoes e 3 usinas de geracao,
provocando um blackout no pais.
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Casos
2012 — Water Tower - EUA

Virus enviado num documento Word por grupo de Hackers
Chines, tomou controle do sistema de controle da torre de agua.

Ill Simposio ISA Sdo Paulo \
de Automacao em Sistemas ISAY Sao Paulo E

de Agua e de Esgoto -’ Section sabesp




Casos
2012 — Flame-Kapersky Lab — Russia/Ira

S

\

A WER e

Virus Flame criado para roubar arquivos PDF e Autocad do Ira,
Que executou por anos sem ser descoberto.
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Estatistica do Brasil

. Fonte: 1° Relatério Anual Tl Safe sobre incidentes de seguranca em redes de
automacao brasileiras

. Incidentes computados de Setembro de 2008 a Abnl de 2014

. Dados abtidos somente de clientes da Tl Safe no Brasil

Incidentes # Casos
Maharare 27
Ermz Humano 24
Falhas em dispositivos 15
Sabotagem 2
DOutros - Mao identificados @
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Resumo Consolidado
de Incidentes de seguran¢a em redes de automacao
nao Brasil de 092008 a 042014

122 %%
oMalwar=

\ mErmrs Humana

oFalhas em dispositivos

29

oSabotagam
@owres - Mo dentficados

Fonte: Tl Safe




Como a ISA pode ajudar sua empresa
a evitar estes problemas?

T
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ISA lider mundial em Cyberseguranca

> A area de Cyberseguranca € um dos focos da ISA

» ISA é Parceira da Casa Branca e do NIST

> Anorma ISA 99 foi adotada como padrao mundial através da IEC 62443
» Oferece treinamentos e certificacao de profissionais

> Certificacao de equipamentos através do selo ISASecure.

E ISASecure:
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Normas sobre Cyberseguranca
A ISA 99/IEC 62443

TECHHNICAL REPORT

ANSLISA—TR99.00.02—2004
ANSI Technical Report prepared by ISA

Integrating Electronic
Security into the
Manufacturing and Control
Systems Environment

Approved 10 October 2004

I5A~The Insinsmentalion,
A
Automation Society
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A I1SA 99 é uma Norma elaborada pela ISA
para estabelecer seguranca da informacao
em redes industriais.

Adotada pelo IEC 62443

E um conjunto de boas praticas para
minimizar o risco de redes de sistemas de
controle sofrerem Cyber-ataques.




Normas sobre Cyberseguranca
A ISA 99/IEC 62443

I5A89.00.01- Fart 1:

Terminology, Concepts and Models

ISAS9.00.02 — Part 2:
Establishing an Industrial Automation and Control
System Security Program

1SA99.00.03 - Part 3:
Operating an Industrial Automation and Control
System Security Program

154929 .00.04 — Part 4:
Technical Security FRequirements for Industrial
Automation and Control Systems

> AISA 99 é dividida em 4 partes
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Normas sobre Cyberseguranca
A ISA 99/IEC 62443
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Protecao de Sistemas SCADA

Field
Devices

» Sistemas cada vez mais complexos!
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Treinamento em Cyberseguranca

TRAINING COURSES

* Introduction to Industrial Automation Security and the ISA99 Standards (IC32C)
» Using the ANSI/ISA99 Standard to Secure Your Control System (IC32)

» Industrial Networking and Security (TS12)

» Advanced Industrial Cybersecurity (T513)

» Assessing the Cybersecurity of New or Existing IACS Systems (1C33)

» Advanced Industrial Networking and Cybersecurity (TS20)

* |ACS Cybersecurity Design & Implementation (IC34)

* IACS Cybersecurity Operations & Maintenance (IC37)

ONLINE TRAINING

Cybersecurity for Automation, Control, and SCADA Systems (IC32E)
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Certificacao em Cyberseguranca

ISA/IEC 62443 Cybersecurity Certificate Programs:

- Certificate 1: ISA/IEC 62443 Cybersecurity Fundamentals Specialist

- Certificate 2: ISA/IEC 62443 Cybersecurity Risk Assessment Specialist
- Certificate 3: ISA/IEC 62443 Cybersecurity Design Specialist

- Certificate 4: ISA/IEC 62443 Cybersecurity Maintenance Specialist

- ISA/IEC 62443 Cybersecurity Expert: Individuals who achieve
Certificates 1, 2, 3, and 4 are designated as ISA/IEC 62443 Cybersecurity Experts.
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O futuro (ou presente): Industria 4.0 e
Industrial Internet of Things (lloT)

Number Of Devices In The Internet Of Everything

35
30
25
¥ Internet Of Things o
C cted Ca S
S e Five-Year (2014-2019) 20 S
Wearables CAGR 35% k)
W Connected/Smart TVs g
= Tablets v
15 2
= Smartphones =]
= Personal Computers =
10
5
(0]
2013 2014 2015E 2016E 2017E 2018E 2019E
Source: Bl Intelligence Estimates BI INTELLIGENCE |
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Recursos disponibilizados pela ISA

o ED
“I Standards=-based
'l Indusiry=tested

Expert-developed

Sediby L Srana b Ao Sl iAo

www.isa.org/cybersecuritybrochure
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White Paper
“The Industrial Cybersecurity Problem”

6& Soring the Seandard for Automarion-

—

pm—

The Industrial
Cybersecurity Problem

https://www.isa.org/uploadedFiles/Content/Training and Certifications/ISA Certification/Certificate Programs/2556
Il Simpésio ISA S5 Paulo %20Cybersecurity%20white%20paper2013 web.pdf
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Grupo Técnico sobre
Cyberseguranca Industrial da ISA

YV V VY

Grupo de membros da ISA
Formado por membros do Brasil, Argentina, Colombia e Peru
Participam profissionais da industria, fornecedores e integradores

Dedicados a estudar, disseminar e criar cultura
de Cyberseguranca industrial na América do Sul

Realiza reunides mensais online em Portugués e Espanhol

Para participar entre em contato com a ISA.
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Contato:

Ill Simposio ISA Sdo Paulo
de Automacao em Sistemas
de Agua e de Esgoto

Felipe Sabino Costa
multsoma®@uol.com.br
+55(11) 98697-9181
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