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ISA - International Society of Automation 6

Setting the Standard for Automation® V
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= Associacao sem fins lucrativos, que reune profissionais de automacao.
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Objetivos estratégicos da ISA

Andlise de Dados: analisar informacdes de mercado para compreender as tendéncias
tecnologicas e a partir dai tomar decisoes e desenvolver servicos de forma a promover o
desenvolvimento profissional da comunidade de automacao.

Desenvolvimento de Conteudo: desenvolver conteudo técnico sobre assuntos relevantes para os
profissionais de automacao em todo o mundo.

Acesso Facil a Informacao: disponibilizar informacao através de diferentes plataformas, de forma
atraente, interativa e que seja facil de usar.

Representac¢ao Profissional: aumentar a conscientizacao e regulamentacao da automacao como
profissao.

Seguranga Cibernética: ser a principal fonte de normas, formacao e pericia para a seguranca
cibernética de sistemas de automagao em ambientes industriais.




CYBERSECURITY
RESOURCES

@ Publicacdes ISA @

A practical approach to ICS cybersecurity

Does ICS cybersecurity have to be comphca ted? In theory, yes, butin

practice, no

By Lee Neitzel and
Gabe Faifman

Infech =

Industrial control system
(ICS) cybersecurity can
.I. 1 I I I I I I - J l. I I T d L be Intlmldatlng The

= 3z stakes are high, and the
technology is
sophisticated. Ask any
industrial cybersecurity
expert about it, and you
are likely to hear that ICS cybersecurity is different from information technology (IT) cybersecurity,
that security risk assessments are indispensable, and that cybersecurity discussions are littered with
highly specialized terminology. So far, that leaves us where we started, with a seemingly complex
problem.

But does ICS cybersecunty really have to be S0 compl|cated’7 In theory yes butin practlce no.

Revista InTech ISA Transactions Artigos Técnicos White Papers

= Bimestral = Journal académico = Centenas de artigos = Solucdes para
= Impressa ou eletronica publicados problemas




= Normas Técnicas 6:%

CYBERSECURITY
RESOURCES ~

» +160 documentos de Normas (ISA), Recomendacgoes Praticas (ISA-RP) e Relatdrios Técnicos
(ISA-TR), abrangendo todos os aspectos da automacao e controle industrial.

» ISA99 -> ANSI/ISA 62443 -> ISA/IEC 62443

» Security for Industrial Automation and Control Systems




=] Livros Publicados pela ISA Industrial

CYBERSECURITY
RESOURCES
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e Aplicando a Norma IEC 61131 na Automacao de Processos

e Successful Instrumentation and Control Systems Design

« Measurement and Control Basics

e Industrial Data Communications

e Control Valve Primer: A User's Guide

e Industrial Ethernet

e Industrial Automation and Control System Security Principles

Basic and Advanced Regulatory Control System Design and Application
Wireless Control Foundation: Continuous and Discrete Control for the Process Industry

“INDUSTRIAL
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ML Treinamentos em Cybersecurity 6&

TRAINING ~

Treinamentos
o Industrial Networking and Security (TS12) — 5 dias
« Introduction to Industrial Automation Security and the ANSI/ISA99 Standards (IC32C) — 1 dia
o Using the ANSI/ISA99 Standard to Secure Your Control System (IC32) — 2 dias
o Assessing the Cybersecurity of New or Existing IACS Systems (IC33) — 3 dias
e IACS Cybersecurity Design & Implementation (IC34) — 3 dias
o IACS Cybersecurity Operations & Maintenance (IC37) — 3 dias
Treinamentos Online

o Cybersecurity for Automation, Control, and SCADA Systems (IC32E) — 12 modulos pré-gravados, de
20 a 60 min cada

Seminarios online
o Cybersecurity Risk Assessment for Automation Systems (IC32CW1) — semindrio individual

o Firewalls and Security Zones on the Plant Floor (IC32CW2) — semindrio individual
o A Tour of the ANSI/ISA99 Security Standards (IC32CW3) — semindrio individual
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MLy |niciativas da ISA no Brasil

TRAINING

sA) saoPaulo P Redes Industriais de Comunica¢do de Dados — 5 dias
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Incluso exemplar do livro “Industrial Data Communications, Fifth Edition”

@ Campinas P Cyber Security — 2 dias
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CERTIFICATES

= Certificate 1: ISA/IEC 62443 Cybersecurity Fundamentals Specialist

= Certificate 2: ISA/IEC 62443 Cybersecurity Risk Assessment Specialist
= Certificate 3: ISA/IEC 62443 Cybersecurity Design Specialist

= Certificate 4: ISA/IEC 62443 Cybersecurity Maintenance Specialist

= [SA/IEC 62443 Cybersecurity Expert: Individuals who achieve Certificates 1, 2, 3, and 4 are designated as
ISA/IEC 62443 Cybersecurity Experts.

The road to...

Fundamental + Risk Assessment + Design + Maintenance  =mm Cybersecurity
Specialist 1C32 Specialist 1C33 Spedalist 1C34 Specialist (37 - Expert

#e Programas de Certificagdo ISA/IEC 62443 ~@
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Certificacao de Dispositivos
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http://www.isasecure.org

About ISASecure

The ISA Security Compliance Institute (ISCI) functions as an

operational group within I5A’'s Automation Standards Compliance

IEC 62443 CONFORMANCE CERTIFICATION

Certifying Industrial Control System Devices and Systems

ISASecure-

CERTIFICATION  BLOG

CERTIFICATION BODIES ~ ENDUSERS ~ LEARNING CENTER ~ NEWS/ EVENTS

Certification Bodies

The ISASecure CRT laboratory accreditation program qualifies an organization for the role of CRT
laboratory within the ISASecure EDSA certification program.

Institute. ASCI bylaws share the open constructs of ISA, while
accounting for compliance organization requirements.

SUPPLIERS  TESTTOOLS JOINNOW  SIGNIN

ISASecure Certified Devices
Does [SASecure® work with Building Control View Complete List
Systems?
ISASecure Members
. <P
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Imagem ilustrativa
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LSB Sao Paulo  Treinamentos 2017

Section

Treinamento Carga
Horaria
Aplicando a Norma IEC 61131 na Programacao de CLPs e SDCDs 40h
Como Implementar com Sucesso Projetos de Automacao e Instrumentacao 24h
Instrumentacao Basica 40h
Rede de Campo Foundation Fieldbus 32h
Redes Industriais de Comunicacao de Dados 40h
Sintonia de Malhas de Controle 32h
Especificacao e Dimensionamento de Valvulas de Controle para a Industria de Processo 24h
Projeto, Instalacao e Configuracao de Instrumentos Wireless 24h
Seguranca em Maquinas e Equipamentos - NR-12 24h
Aprovando Projetos de Automacao com Bases Financeiras 16h
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Agradecemos as empresas que apoiam as
atividades da ISA em Sao Paulo!
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Horario Tema Palestrante
17h30 Credenciamento + Welcome-Coffee -
. . Ana Cristina Rodrigues, Presidente da
18h Cybersecurity como missao da ISA
Y Y ISA Sao Paulo Section.

18h20 Seguranca Cibernética no Ambiente Industrial Dane] Br?rues Quintdo, Engenheiro
de Solucdes da Chemtech.

18h50 Protegendo minha Rede Industrial - Best Practices e Equipamentos Newton F.ernandez_ Qerente Teenico
da Baumier Automation.

19h20 Passado, Presente e Futuro da [SA99 nglmllllan fon, CEQ e Diretor da
WisePlant.
Renata Valente de Aradjo, Engenheira

19h50 Desafios da Seguranca Cibernética no Ambiente Industrial responsavel por Seguranca
Cibernética da Braskem.

20h30 Debate Todos

21h Encerramento + Sorteio de livro ISA -




